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1. AML UPDATE

1.1. Activities during COVID-19 Casino Closure

With the closure of Crown Melbourne, the vast majority of AUSTRAC reporting ceased 
due to no gaming and gaming related activity, noting that the AML Team continues to 
monitor any activity in order to report and comply with our AML/CTF legislative 
obligations. 

The majority of the AML Team has continued to work during the period of closure to 
progress a number of key projects related to the Joint AML/CTF Program, various 
enhanced initiatives to support the AML framework and engagement with AUSTRAC on 
its industry wide Junket Risk Assessment and AML/CTF Program Compliance 
Assessment.  

1.2. AUSTRAC 

(a) AUSTRAC Compliance Assessments 

As previously noted, AUSTRAC commenced its AML/CTF Program Compliance 
Assessment in September 2019 on Crown Melbourne which focused on Politically 
Exposed Persons and High Risk Customers active during FY16 and FY19.  Crown 
Melbourne provided all of the information requested in two tranches, with the 
first tranche provided in October 2019 and the second tranche in December 
2019. 

In late March 2020, AUSTRAC advised of its intention to conduct an onsite visit as 
a follow up to the 2019 Compliance Assessment.  Dates were agreed and 
accepted by the Crown AML Team, however AUSTRAC then advised that due to 
COVID-19 the visit would have to be postponed indefinitely.   

AUSTRAC enquired as to whether the Crown AML Team would be available 
remotely to answer questions or further assist the AUSTRAC Assessment team in 
the interim period to which this undertaking was given.  Crown confirmed that 
the AML Team would continue to be available remotely. 

(b) Section 167 Notices – Risk Assessment of Junkets 

As previously noted, Crown Melbourne and Crown Perth have been working with 
AUSTRAC regarding its industry wide Risk Assessment of Junkets providing a 
range of information and meeting with AUSTRAC to discuss Junkets generally and 
specifically with respect to Crown. 

On 6 April 2020, Anna Lewkowicz, Director of Risk Assessments at AUSTRAC 
provided the Confidential Draft Risk Assessment for review and comment by the 
relevant stakeholders.   

Crown prepared a response which was considered and endorsed by the Crown 
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Resorts Limited Risk Management Committee and submitted to AUSTRAC on 13 
May 2020.  A copy of Crown’s response dated 13 May 2020 annexing AUSTRAC’s 
Confidential draft Risk Assessment (incorporating Crown’s comments on the draft 
Risk Assessment) is attached as Annexure A for your reference. 

 
1.3. AUSTRAC Reporting and AML/CTF Program Matters 

 
(a) Joint Program and AML/CTF Framework 

 
As previously reported, operational implementation of the components of the 
Joint AML/CTF Program (Joint Program) will be progressively implemented during 
2020.  The new Group GM-AML has identified certain areas for focus and will 
table a detailed implementation plan, noting any proposed changes to the plan, 
at the next AML/CTF Compliance Committee.  
 
During the current shutdown of the casino, Crown has taken the opportunity to 
make further enhancements to the Joint Program and AML/CTF Framework with 
a view to having these operational when Crown’s casinos reopen. 
 
Subject to the progress of the implementation of the Joint Program, Crown was 
originally planning to have an Independent Review of Part A of the Joint AML/CTF 
Program conducted in mid-2020 by an international consulting/audit firm.  With 
the current closure of the casinos, this review will likely be delayed until the 
second half of 2020 at the earliest. 

 
(b) IFTI Reporting and Telegraphic Transfers 

 
The AML Team is undertaking a fresh review of Crown’s Threshold Transactions 
(TTR) and International Funds Transfer Instructions (IFTI) processes, including 
third party transfers.  In this respect, as at 8 April 2020 Crown implemented a 
prohibition on third party payments (save for where senior management 
(including approval from the AML Team) approval is obtained). 

 
(c) Existing Designated Services – Risk Assessment 

 
As part of the enhancements to the AML/CTF Framework, the AML Team is 
updating the risk methodology which will be used to conduct the 2020 annual risk 
assessment of Crown Melbourne’s ML/TF risks. 

 
(d) Reporting statistics (1 January 2020 – 18 May 2020) 

 
The below table details the number of Suspicious Matters Reports (SMR), IFTIs 
and TTRs reported to AUSTRAC by Crown Melbourne for calendar year 2020 
(reported by transaction date): 
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(e) AML Sentinel Project 

 
The AML Team is continuing to work with IT to develop AML Sentinel.  Since the 
last meeting the Sentinel Team has developed a Risk Metrics Dashboard to 
capture: 
 
• Threshold transactions broken down by customer segment and value; 
• Melbourne SMRs by customer segment; 
• Third party transactions; and  
• Certain transactions by customers from heightened ML/TF risk 

jurisdictions. 
 
The Sentinel and AML Teams will continue to test the Risk Metrics Dashboard 
when customers return, and data is ingested into the system. 
 
The Sentinel and AML Teams have also started discovery and development work 
on some additional rules that combine multiple factors to create a notification to 
be investigated by the AML Team. 
 
Live testing of AML Sentinel, alongside our existing Transaction Monitoring 
Program system (being largely a manual system) will continue when customers 
return to Crown, and data is ingested into Sentinel, to further refine the triggers 
for automated reports and create new appropriate triggers. When Crown 
becomes satisfied with the triggers, and the performance of the automation 
functionality, we will look to phase out the manual review of reports. 

 
2. INTERNAL AUDIT 

 
Following the closure of the property on 23 March 2020, the Internal Audit team was stood 
down on 30 March. It is estimated that once the property re-opens, the Internal Audit team 
will initially focus on providing assurance over re-opening and pre-opening activities and it is 

Jan Feb Mar Apr May

TTRs 4,145 3,647 2,229 0 0

SMRs 61 82 109 1 0

IFTIs 240 50 18 5 9
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expected that approximately 8 weeks after re-opening, once business operations have 
stabilised, the Internal Audit program will resume. 

 
3. RISK MANAGEMENT  

 
3.1. Material Events 

 
Since the last update in January 2020, a number of existing and new key internal and 
external events have evolved or materialised which have the potential to impact the 
overall Risk Profile of the organisation, and particularly its material risk exposures.   
 
The key events that have taken place over the period include: 
 
• The property was closed on 23 March 2020, due to the declared national COVID-

19 pandemic, and at the direction of government authorities. Limited activity has 
continued in hotels, but all other departments have essentially shut down, with 
approximately 95% of staff being stood down. Security and Surveillance 
operations remain in place to ensure the security of the facilities, and a number 
of core staff remain active to handle critical activities and infrastructure, as well 
as plan for re-opening. 
 
The closure of the property will present a number of challenges as Crown 
prepares to re-open its doors, including restricted ability to operate (social 
distanciing measure, hygiene and other government imposed conditions); no 
international business whilst our international borders remain closed; risk of a 
second wave; customer confidence in returning to our premises; impacts on 
discretionary spending and impacts on overall employment. 
 

• The JobKeeper program was implemented at Crown, which is providing support 
to our eligible staff during the closure period. A number of other initiatives have 
been implemented to help keep staff engaged.  
 

• On 29 April 2020, Melco Resorts & Entertainment Limited sold all of its Crown 
Resorts shares to American private equity firm Blackstone. The impact on the 
ILGA inquiry remains uncertain, but the inquiry remains on hold during the 
pandemic.  It is also noted that Stanley Ho passed away on 26 May 2020. 
 

• Crown ended its relationship with Dinner by Heston Blumenthal, and the 
restaurant closed its operations on 14 February 2020. Alternate restaurant 
offerings are in development for re-opening. 
 

• On 19 September 2019, the Currency (Restrictions on the Use of Cash) Bill was 
introduced into Parliament and, based on the explanatory memorandum, it is 
expected that exemptions will be created for certain payments that are subject to 
reporting obligations under the AML/CTF Act (including for designated services 
within the casino) within the rules made by the Treasurer and it is expected that 
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Building Appeals Board on 7 April 2020, and several additional queries were 
raised. Crown lodged additional information on 22 May 2020.   

 
3.2. Adjustments to the risk profile: 

 
Following the events above, the following change to risk ratings is proposed: 
 
• Following the national pandemic declaration, the risk of ‘External disruption of 

demand for our services’, which includes consideration for pandemic, was 
increased to ‘Severe / Almost Certain’, making it the highest risk for the Crown 
Melbourne property. 

 
The current Risk Map is provided in Annexure B for discussion. 

 
4. REGULATORY AND COMPLIANCE 

 
4.1. COVID-19 

 
• Due to Crown Melbourne ceasing operations (save for minor hotel activity) on 23 

March 2020 and the majority of our staff being stood down, compliance surveys 
have not been completed for March, April and May 2020.  Further, a number of 
remedial actions have also been delayed as a result of staff members being stood 
down, limited resources and no trading activity.   

 
• On 16 March 2020, the VCGLR advised Crown that their Inspectors would be 

remaining in their office for the duration their shift, as a result of the COVID-19 
pandemic.  Crown notified the relevant internal departments to continue to phone 
the Inspectors with any matters that would usually be reported (e.g. breach of 
Exclusion Order etc.), although the Inspectors would be unlikely to attend.  Crown 
closed to the public as a result of the COVID-19 pandemic on 23 March 2020.  The 
Inspectors largely left site from early April 2020. 

 
• The Minister for Consumer Affairs, Gaming and Liquor Regulation has agreed to 

support two measures to provide relief to Crown in light of the closure of Crown 
Melbourne casino due to COVID-19 being: 

 
1. agreement to waive the $25 million tax guarantee obligation under clause 

22.10 of the Casino Management Agreement for the 2019-20 financial year; 
and 

 
2. deferring further action in relation to outstanding poker tax for 12 months, 

although it is expected that this issue will be resolved by 30 June 2021.  It was 
also noted that the State will not be relinquishing the claim. 
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www.gamblinghelponline.org.au/services-in-your-state/victoria  For inquiries in 
relation to the Crown Melbourne Responsible Gaming Centre, please email 
rgc@crownmelbourne.com.au 

 
 The RGC email is being monitored by the Group General Manager Responsible 

Gaming, and queries and requests are responded to; 
 

 Applications for the revocation of self exclusion are being responded to.  The 
follow up with revocation report writers is conducted by the Responsible Gaming 
Psychologists as time allows, and applicants are advised that the process will not 
be complete until the casino re-opens; 
 

 Any Applications for Self Exclusions in this period are being treated as a remote 
application and relevant information is provided; 
 

 Gambler’s Help is operating in this period; 
 

 Self Exclusions that have an elected end date in the closure period are still subject 
to a revocation process; 
 

The Responsible Gaming Strategy (Strategy) will be reviewed and updated in light of the 
casino closure (which will have an impact on some of the proposed timelines in the 
Strategy) and as a result of any relevant recommendations that may come out of the 
report being prepared by the Responsible Gaming Advisory Panel (Panel) (referred to 
below for further detail regarding the Panel). 
 

5.2. Responsible Gaming Advisory Panel 
 

The Panel, comprised of Prof. Alex Blaszczynski, Prof. Lia Nower and Prof. Paul 
Delfabbro, were requested to complete a review of the Crown Resorts Responsible 
Gaming Framework and Strategy in line with Crown’s Responsible Gaming (RG) vision.  
Management continues to work with the Panel on this project with outcomes to be 
considered and tabled with the Crown Resorts Responsible Gaming Committee in due 
course. 

 
5.3. Responsible Gaming Alignment – VIP Entry 
 

A process review in relation to VIP entry for customers who have previously self 
excluded and have since successfully completed the revocation process has been 
undertaken. This involved discussion and consultation with the business and a member 
of the Panel.  Currently Crown Perth has a 12-month period prior to access and re-
entry/eligibility to access premium member rooms following successful revocation, 
whilst Crown Melbourne has operated with a three-month period.  As a result of the 
advices received, Crown has adjusted its conditions with the VIP entry/eligibility period 
for both properties adjusted to six months.  An evaluation of this adjustment will also 
be undertaken to assess the results and/or impact.  

 
The evaluation will be comprised of three components: 
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The second part of this letter concerns further engagement that Crown seeks to have with AUSTRAC in 
light of aspects of the draft Junket Risk Assessment, to assist Crown with identifying and implementing 
further strategies to mitigate ML/TF risks within its operations. 
 
Part 1 
 
Junket operations in Australia 
 
Crown raises for AUSTRAC's consideration whether the draft Junket Risk Assessment might be assisted 
by the inclusion of the following contextual information: 
 

 junket tour operations are an element of international tourism business for Australia, 
generating both gaming revenue (and associated taxes), employment and indirect revenue in 
the economy; 

 junket tour operations are a significant, regulated aspect of the casino industry both in Australia 
and other jurisdictions (and have been for decades); 

 junket tour operations, and the wagering which takes place during junket programs, are subject 
to detailed regulation and oversight; and 

 recent media allegations have focussed on a small number of junket tour operators, being a 
small proportion of the junket operators which conduct business in Australia.  

 
Junket risk profiles and ML/TF controls  
 
As AUSTRAC is aware as a result of the presentations and information provided by Crown during the 
course of the Junket Risk Assessment project, Crown has a range of detailed processes and measures in 
place that are specifically directed towards mitigating ML/TF risks associated with the conduct of junket 
activity, including detailed initial and ongoing due diligence and probity checks in relation to all junket 
operators and ongoing daily due diligence screenings through third party external providers in relation 
to all active junket operators, representatives and players, as well as ongoing review of all junket activity 
through Crown's Transaction Monitoring Program. 
 
The draft Junket Risk Assessment notes that the risk mitigation strategies listed on pages 34 and 35 (or a 
combination of these measures) contribute to mitigating and managing the ML/TF risk associated with 
the conduct of junket activity, particularly in the areas of transaction monitoring and suspicious matter 
reporting.   
 
In Crown's view, the measures which Crown and other industry participants have in place to mitigate 
these risks are important context for the Junket Risk Assessment, and should be factored into junket risk 
profiles.    
 
However, on page 41 AUSTRAC concludes that ‘at a sector level, limited systems and controls have been 
implemented to mitigate vulnerabilities.’   
 
It is not clear to Crown whether AUSTRAC intends for a distinction to be made between the inherent or 
unadjusted risk profile attaching to junkets and junket activity, and the risk profile after the application 
of risk mitigants and control measures.   
 
Accordingly, Crown queries AUSTRAC's conclusion at page 41 that there are limited systems and controls 
in the casino industry to mitigate vulnerabilities in respect of junket activity.     
 

Page 2 of 6 
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Moreover, Crown is currently in the process of reviewing its due diligence procedures for junket 
operators, representatives and players in order to identify opportunities for further enhancements to 
existing risk mitigation measures.  These further enhancements will build upon a range of measures that 
have been implemented in recent years.   
 
Crown will ensure that any insights and recommendations from the Junket Risk Assessment and any 
other aspects of AUSTRAC's consultation process are considered and implemented as appropriate.    
 
Part 2 
 
Reporting and information sharing 
 
Crown welcomes the observation by AUSTRAC in the draft Junket Risk Assessment that 'SMRs submitted 
by reporting entities provide valuable intelligence to AUSTRAC'.  This aligns with other recent 
observations AUSTRAC has made about Crown and other industry participants being very good at 
complying with their reporting obligations.   
 
For its part, Crown takes its reporting obligations very seriously and is keen to enhance and explore 
other ways in which Crown can assist AUSTRAC and other law enforcement agencies in discharging their 
functions. 
 
As a commercial operator, Crown does not have the same level of access to information that AUSTRAC 
(or its partner agencies) do in respect of junket operators, representatives and players.  Crown would 
welcome a discussion around any measures which would allow for increased information sharing and 
collaboration with AUSTRAC and other law enforcement agencies, in order to allow commercial 
operators to have a more complete understanding of the criminal threat environment.  
 
For instance, Crown notes that AUSTRAC's conclusions about the level of involvement of significant 
organised crime groups and high risk entities do not accord with Crown's own experience and 
understanding, including through its own engagement with law enforcement agencies.  Accordingly, 
Crown would welcome the opportunity to discuss AUSTRAC's conclusions in this area (and the basis for 
those conclusions) to the fullest extent possible.  Indeed, if this was the fact, Crown is surprised that law 
enforcement and/or regulatory agencies have not brought this to the attention of Crown (or the 
industry), particularly in light of the extensive reporting that Crown (and we expect the industry) 
undertakes and engagement that Crown has with those government agencies. 
 
Crown also notes that the draft Junket Risk Assessment considers information gathered from various 
industries and includes typologies relevant to the casino industry and to the banking industry.  Crown 
considers that there is an opportunity for casinos to work more closely with related industries (such as 
banks) in order to collectively enhance controls to reduce money laundering risks faced by all industries.  
Crown remains keen to play a continuing role in sharing its industry knowledge with other sectors. 
 
Development of industry-leading practices  
 
Crown notes AUSTRAC's encouragement in the draft Junket Risk Assessment for 'casinos to develop 
industry-leading practices.' 
 
Crown is of course committed to continuous improvement and enhancement to its ML/TF risk 
management strategies and welcomes any suggestions from AUSTRAC about any other ML/TF risk 
mitigation practices it could consider.  

Page 3 of 6 
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Crown would welcome any guidance that AUSTRAC can provide on risk mitigation strategies and 
measures that AUSTRAC considers to be the most effective in practice in addressing vulnerabilities 
associated with junket activity.  Provision of this information will assist Crown in enhancing its own risk 
mitigation strategies.  
 
Money laundering typologies  
 
Crown has reviewed the specific typologies set out in the draft Junket Risk Assessment and would be 
grateful for the opportunity to discuss and engage further with AUSTRAC in relation to these typologies, 
some of which Crown has not directly identified in its operations.   These are set out in greater detail 
below. 
 
Offsetting 
 
Crown has had limited visibility of these issues and has not identified offsetting conduct through its 
usual reporting and information gathering processes. 1  To the extent AUSTRAC has identified this as an 
emerging typology within the Australian casino sector,2 Crown would welcome the opportunity to 
obtain further information that AUSTRAC and/or its partner agencies can provide about this typology so 
that Crown can fully appreciate the risk associated with this issue and consider the manner in which 
Crown can put in place measures and controls to mitigate this risk.   
 
Crown is open to considering the introduction of further controls to address the risk of illegitimate 
offsetting, and would welcome any insights AUSTRAC can provide on these issues.   
 
Acquiring shares in foreign companies 
 
Crown has not encountered this type of transaction (and if a transaction of this nature has occurred, the 
information that Crown collates and reviews in order to comply with its reporting obligations has not 
brought the issue to Crown's attention).  
 
As such, Crown would appreciate any further intelligence that AUSTRAC can provide, to assist Crown to 
assess whether it is exposed to this risk and, if it is, to implement relevant controls.  
 
Visa Controls  
 
Under its assessment of the Criminal Threat Environment, the draft Junket Risk Assessment on page 6 
states ‘Actions that may contravene visa controls to facilitate junket tour operations undermines the 
integrity of Australia’s migration system.’   
 
Crown welcomes any additional detail that AUSTRAC can provide about this matter, as it is not aware of 
any such actions in connection with its junket processes.  
 

1 This concept of offsetting or offsetting arrangements appears to Crown to be a new typology referenced by AUSTRAC in the context of the 
casino sector (in contrast with remittance service providers who are also reporting entities under the AML/CTF Act).  
2 AUSTRAC’s 2014 Typology Report does not reference offsetting as a typology. 

Page 4 of 6 
LEGAL_525173.1 

 

                                                           

CRW.508.002.0746



 
 

Infiltration by SOCGs 
 
Under its assessment of the Criminal Threat Environment, the draft Junket Risk Assessment on page 17 
has a section headed ‘Junkets and domestic and transnational SOCGs’.   
 
Media attention in relation to the infiltration of junket operators has focussed on a small number of 
JTO's and junket players, representing a small proportion of overall junket tour operators, 
representatives and players.  Media allegations aside, AUSTRAC's conclusions about the level of 
involvement of SOCGs and high risk entities do not accord with Crown's experience and understanding.   
 
Crown welcomes the opportunity to discuss AUSTRAC's conclusions and the basis for them to the fullest 
extent possible.  This information would assist Crown to put in place strategies and measures to 
minimise the risk of its operations being exploited by JTOs that have been infiltrated by transnational 
and SOCGs.  
 
Transactions with “high-risk” jurisdictions 
 
In relation to the discussion of transactions with “high-risk” jurisdictions on page 33, Crown is interested 
to understand whether AUSTRAC is referring to a particular index when concluding that certain 
countries pose a high risk.   
 
Crown's understanding is that: 
 

 there are no defined 'high risk' countries identified by AUSTRAC; 
 

 according to FATF, some countries are designated 'prohibited' (Iran / North Korea) or high risk 
(Bahamas, Botswana, Cambodia, Ghana, Iceland, Mongolia, Pakistan, Panama, Syria, Trinidad & 
Tobago, Yemen, Zimbabwe); and 
 

 reporting entities taking a risk-based approach either subscribe to a vendor’s country risk 
methodology (e.g. Promontory’s AML Atlas) or develop their own methodology based on 
international standard setters like FATF, Basel, Transparency International etc. 

 
Crown would also welcome any detail about why AUSTRAC considers that a risk is posed by a significant 
volume of funds being sourced from jurisdictions in which gambling restrictions apply. 
 
Appendix A of the draft Junket Risk Assessment 
 
In relation to Appendix A of the draft Junket Risk Assessment, in addition to the matter on page 41 
identified above: 
 

 Crown would welcome any further specificity AUSTRAC can provide about the levels of high risk 
customer activity that AUSTRAC has observed (as this does not accord with Crown's experience 
and understanding).  Crown would welcome the opportunity to discuss AUSTRAC's conclusions 
in this area (and the basis for those conclusions) to the fullest extent possible. 
 

 Crown is interested to understand what is meant by the term 'remote services'.  From Crown's 
point of view, all gambling services in the casino sector are provided face to face. 

 
 Similar to the above, Crown is interested to understand what is meant by 'complex delivery 

Page 5 of 6 
LEGAL_525173.1 

 

CRW.508.002.0747



 

            

  

               

              

               

                   

         

                      

        

  

  
     

 

    
 



 

 
 

  

JUNKET TOUR OPERATIONS IN 
AUSTRALIA 

 
Money laundering and 

terrorism financing  
risk assessment 

 
 

  

1 

LEGAL_525172.1 

CRW.508.002.0749





 

Contents 

EXECUTIVE SUMMARY ............................................................................................................................................ 4 

Overall risk rating ............................................................................................................................................... 4 

Criminal Threat Environment ............................................................................................................................. 4 

Vulnerabilities .................................................................................................................................................... 5 

Consequences .................................................................................................................................................... 6 

PURPOSE ................................................................................................................................................................. 7 

METHODOLOGY ...................................................................................................................................................... 7 

BACKGROUND ........................................................................................................................................................ 8 

CRIMINAL THREAT ENVIRONMENT ...................................................................................................................... 11 

Money laundering .......................................................................................................................................... 12 

National Security ............................................................................................................................................ 18 

Predicate Offences ........................................................................................................................................ 19 

VULNERABILITIES .................................................................................................................................................. 21 

Customers ...................................................................................................................................................... 21 

Size of the customer base ............................................................................................................................ 21 

High risk customers ...................................................................................................................................... 21 

Products and Services .................................................................................................................................. 26 

Use of cash ................................................................................................................................................... 27 

Ability to store and move funds or value ..................................................................................................... 29 

Delivery channel ............................................................................................................................................ 29 

Level of customer contact ............................................................................................................................ 29 

Complexity of service delivery arrangements.............................................................................................. 30 

Foreign jurisdiction ........................................................................................................................................ 32 

Movement of funds or value internationally ............................................................................................... 32 

Transactions with high-risk jurisdictions ...................................................................................................... 33 

Implementation of risk mitigation strategies .............................................................................................. 34 

CONSEQUENCES ................................................................................................................................................... 36 

APPENDIX A: Risk assessment methodology ........................................................................................................ 38 

APPENDIX B: Glossary of terms ............................................................................................................................ 42 

 

 

3 

LEGAL_525172.1 

CRW.508.002.0751









 

PURPOSE  
This assessment provides sector-specific information on the ML/TF risks associated with junket tour operations at the 
national level. Its primary aim is to assist casinos to identify, mitigate and manage the risks of ML/TF enabled through the 
conduct of junket tour activity. It will also assist JTOs, law enforcement and regulatory agencies to better understand the 
ML/TF risk associated with junkets, in order to consider potential responses.  

 

METHODOLOGY  
The methodology used for this risk assessment draws on Financial Action Task Force (FATF) guidance that states that 
ML/TF risk can be seen as a function of criminal threat, vulnerability to exploitation, and consequences of exploitation. 
According to this methodology:  

• Criminal threat environment refers to the nature and extent of ML, national security and relevant predicate 
offences in a sector.3 

• Vulnerability refers to the characteristics of a sector that make it attractive for ML/TF purposes, including 
features of the sector that can be exploited, such as customer types, products and services, delivery channels and 
the foreign jurisdictions with which the sector deals. Vulnerability is also influenced, and in certain circumstances 
minimised, by the risk mitigation strategies the sector has implemented. 

• Consequence refers to the impact or harm that ML/TF activity through the sector may cause. 

This assessment considered 19 risk factors across the above three categories. An average risk rating was determined for 
each category, and the average of each category determined an overall risk rating for the sector.  

Further information on the methodology and how it was applied to the sector is in Appendix A.  

Four main intelligence inputs informed the risk ratings within this assessment: 

• analysis of transaction reports submitted during the reporting period, as well as other AUSTRAC information and 
intelligence, 

• reports and intelligence from a variety of state and Commonwealth government agencies, including intelligence, 
law enforcement and regulatory agencies, 

• feedback and professional insights offered during interviews and consultations with a range of casinos, banks and 
regulatory and law enforcement bodies at the state and Commonwealth levels, and 

• qualitative and quantitative information about the scale and nature of junket operations carried out in Australian 
casinos between 1 April 2018 and 31 March 2019. Casinos provided this information voluntarily and in response 
to two notices issued to them under section 167 of the AML/CTF Act.  

The information and intelligence held by AUSTRAC or partner agencies used to inform this assessment was for the period 
up to 19 November 2019.4  

 

  

3 For ML/TF Risk Assessments, predicate offence refers to an offence which generates proceeds of crime, or other related crimes such as 
identity fraud.  
4 AUSTRAC acknowledges various adverse allegations about the activities of junkets have been reported in the public domain. AUSTRAC 
has not in this risk assessment and cannot comment on the nature or extent of any investigations into these allegations. 
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Money laundering  

AUSTRAC considered the nature and extent of the money laundering threats associated with junket tour operations, and 
assesses the risk to be high. Money laundering through junket tour operations has been identified as being associated 
with:  

• the use of offsetting, often relating to the evasion of international funds transfer instruction (IFTI) reporting and 
laundering of domestically-generated proceeds of crime, 

• the onshore supply of large volumes of cash for unknown purposes, 

• extensive cash, remittance and gambling-related transactions by JTO/JTRs through bank accounts, indicating use 
of banks to further layer funds and obscure financial activity, and 

• involvement of international criminals and organised crime groups. 

 

Offsetting 

The assessment found that many junket tour operations use offsetting arrangements, including through third parties, as a 
means of transferring value between jurisdictions. AUSTRAC assesses these arrangements have, in some circumstances, 
been targeted and exploited for the purpose of money laundering. Offsetting enables the international transfer of value 
without actually transferring money and is attractive to money launderers who want to move money undetected. This is 
possible because the arrangement involves a financial credit and debit (offsetting) relationship between two or more 
persons in different countries. It also provides an opportunity to co-mingle legitimately-derived funds with illicit cash 
generated onshore. 
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Acquiring shares in foreign companies rather than depositing monies in a bank account  

One of AUSTRAC’s partners is aware of a potential methodology whereby money to fund players’ junket activity is raised by 
directing the player to purchase shares in a foreign company, rather than simply depositing the money into an offshore 
bank account. While more complex and sophisticated, this is essentially the same process as the offsetting model 
described above. 

Illicit cash 

There is a high likelihood that funds held in some JTOs’ casino accounts to offset against money in accounts held overseas 
is partially derived from onshore individuals known as “cash collectors” moving money from domestic serious organised 
crime groups (SOCGs) to JTO casino accounts. During consultations, partner agencies indicated the proceeds of drug sales 
to be the likely source of illicit cash deposited into JTO accounts. One partner agency indicated cash may also be derived 
from trade at brothels, and entertainment venues - likely as a means to evade tax. 

 

Domestic sources of funding for JTO accounts 

AUSTRAC identified 29 SMRs totalling $6.7 million in the reporting period that related to cash deposits made into 22 JTO 
accounts by persons who were not recorded by the casinos as players on the junket or operating as the JTO/JTR.13 A total 
of 11 SMRs indicated that 13 JTOs were transferring cash domestically between one another. A further 45 SMRs indicated 
28 JTOs were electronically transferring funds domestically between each other, and 187 SMRs indicated funds were being 
deposited into 35 JTOs’ accounts via domestic electronic transfer. 

Further, information provided by casinos demonstrates the majority of front money for junkets is provided to the JTO by 
the casino as a line of credit or via a cheque cashing facility.  

The domestic source of funds or lines of credit used to gamble by predominantly foreign players supports AUSTRAC’s 
finding that some JTOs use offsetting, whereby the funds paid to the JTO by players are collected and remain offshore, and 
the JTO offsets these with domestically sourced funds to meet their financial commitments to the player and/or casino.  

 

Provision of cash 

There is evidence that some junket tour operations provide cash to players and third parties while they are onshore.  

AUSTRAC identified 64 SMRs concerning 33 JTOs during the reporting period that related to large cash withdrawals from 
junket accounts with a total value of $23.6 million. These SMRs described JTOs providing large cash amounts under a range 
of circumstances, such as persons who were losing, persons withdrawing large amounts of cash and then immediately 
leaving the gaming floor, and junket staff providing cash to individuals who were not players on the junket. 

The ultimate use of much of the cash provided by junkets remains an intelligence gap, though there is some indication it 
may be used to pay for goods and services (including illicit goods and services) supplied onshore. JTOs and JTRs may also be 
retaining the cash themselves, in order to avoid having to pay income tax on commissions paid by the casino. 

 

Activity of JTOs/JTRs on bank accounts 

The assessment identified SMRs lodged by banks in relation to JTOs and JTRs that describe extensive gambling-related 
transactions. These SMRs suggest that a number of JTOs/JTRs use a personal Australian bank account to conduct their 
junket business activities. It is also recognised, however, that given the account and remittance facilities offered by casinos, 
extensive gambling transactions on personal bank accounts can likely indicate efforts to layer or further obfuscate financial 
activity. Such activity can also indicate attempts to disguise the origins of funds by spreading activity across several 
reporting entities. One partner agency emphasised the difficulty for banks and law enforcement when customers make 
deposits of monies that originated at a casino, because source of funds can often be justified as winnings even if it was not 
actually won.  

13 These transactions may be indirect. For example, cash deposits may have been made by a third party into their own casino account and 
then transferred to a junket account even though they were not playing on the junket. In other reports, casino staff observed a third party 
giving cash to a JTO/JTR, who made the actual deposit into the account. 
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Feedback 

AUSTRAC is committed to continual improvement and values your feedback on its products. We would appreciate 
notification of any outcomes associated with this report by contacting AUSTRAC via the contact form at 
https://www.austrac.gov.au/contact-us/form.   
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APPENDIX B: Glossary of terms  
AML/CTF  Anti-money laundering and counter-terrorism financing. 

AML/CTF program A document that sets out how a reporting entity meets its AML/CTF 
compliance obligations. 

Beneficial owner An individual who owns 25 per cent or more of, or otherwise controls the 
business of, an entity.  

Casino account An account held by an individual (for example a JTO) with a casino. Funds 
can be deposited and withdrawn from these accounts can be funded in 
many ways including by domestic electronic funds transfer, international 
funds transfer, cash deposit, and exchange of chips. 

Cheque cashing facility An arrangement whereby the casino accepts a cheque from the JTO as a 
substitute for front money. The cheque will only be cashed after settlement 
if the junket program loses, so the JTO does not need to actually provide the 
front money amount to the casino. 

Cuckoo smurfing A money laundering process in which non-complicit beneficiary customers of 
international remittances have proceeds of crime deposited in their bank 
accounts, in consideration for the legitimate funds sent to them from 
offshore. 

ECDD Enhanced customer due diligence. This is the process of undertaking 
additional customer identification and verification measures in certain 
circumstances deemed to be high risk. 

FATF The Financial Action Task Force is an inter-governmental body focused on 
fighting money laundering, terrorism financing and other related threats to 
the integrity of the international financial system, by ensuring the effective 
implementation of legal, regulatory and operational measures. 

Front money The amount of money available to the junket players in a program to bet. 
This is likely to be extended via credit or cheque cashing facility by the 
casino, but is sometimes raised by the JTO and deposited into their casino 
account. The front money amount for a specific junket program can be 
increased during the program. 

IFTI An instruction to transfer funds or property to either: 

• Australia from another country 

• Another country from Australia 

Integration The final stage of the money laundering cycle, in which illicit funds or assets 
are invested in further criminal activity, ‘legitimate’ business or used to 
purchase assets or goods.  At this stage, the funds are in the mainstream 
financial system and appear to be legitimate. 

Junket program A discreet junket “tour” – a group of players with a set arrival and departure 
date and pre-determined front money amount, at the conclusion of which 
settlement occurs between the casino and the JTO. Junket programs differ 
from “rolling junkets” which are ongoing 24/7 and have players arriving and 
leaving without pre-determined dates. 

JTO Junket tour operator. This is the person with whom the casino enters into an 
arrangement to provide junket services to the JTO’s customers. 

JTR Junket tour representative. An agent of a junket tour operator, who has 
authority to transact on the JTO’s casino account. 
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Layering The second stage of the money laundering cycle, which involves moving, 
dispersing or disguising illegal funds or assets to conceal their true origin. 

ML/TF Money laundering/terrorism financing 

MLO Money laundering organisation 

Offsetting A practice which enables the international transfer of value without actually 
transferring money. This is possible because the arrangement involves a 
financial credit and debit (offsetting) relationship between two or more 
entities operating in different countries. 

PEP Politically exposed person 

Placement The first stage of the money laundering cycle, in which illicit funds first enter 
the formal financial system. 

Predicate offence For the purpose of this risk assessment, predicate offence is any offence 
which generates proceeds of crime. 

SMR A report that must be submitted by a reporting entity under the AML/CTF 
Act if they have reasonable grounds to suspect that a transaction may be 
related to money laundering, terrorism financing, tax evasion, proceeds of 
crime or any other serious crimes under Australian law. An SMR must also 
be submitted if the reporting entity has reasonable grounds to suspect the 
customer or an agent of the customer is not who they say they are. 

SOCG Serious and organised crime group 

Structuring Structuring is where a person deliberately: 
• splits cash transactions to avoid a single large transaction being 

reported in threshold transaction reports 
• travels with cash amounts in a way that avoids declaring cross 

border movements of the cash. 

Structuring can be a money laundering technique and is against the law 
under the AML/CTF Act.  

TMP Part A of a reporting entity’s AML/CTF program must include a risk-based 
transaction monitoring program (TMP) that comprises of appropriate 
systems and controls to monitor the transactions of customers and identify 
suspicious transactions. 

TSOC Transnational serious and organised crime 

TTR A threshold transaction report, submitted to AUSTRAC about a designated 
service provided to a customer by a reporting entity that involves a transfer 
of physical or digital currency of A$10,000 or more or the foreign currency 
equivalent. 

Unregistered remittance The provision of money remittance services in a manner that is captured by 
the AML/CTF Act, but without being registered with AUSTRAC. Unregistered 
remittance is a criminal offence. 
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