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Risk Management Committee 

Memorandum

To: Risk Management Committee 

From: Barry Felstead

Date: 6 May 2019

Subject: VIP Operating Model – Malaysia / Risk Assessment

Dear Committee Members,

Background

We refer to the “VIP Operating Model – Malaysia and Singapore” paper dated 7 February 2019 that 
was considered at the Risk Management Committee meeting held on Monday, 11 February 2019. 
That paper sought approval from the Committee to adjust the approved VIP Operating Model (initial 
Model) to now permit staff to be based in Malaysia and Singapore to carry out non promotion of 
gaming activities.

The Singapore element of the proposal was separated from the Malaysian element and was recently 
approved by both the Committee and the Crown Resorts Limited Board.

Management has now progressed the Malaysian element taking into account the feedback from the 
Committee and now seeks the approval of the Committee to adjust the initial Model to 
accommodate staff to be based in Malaysia to carry out non-gaming promotional activities.
(Malaysia Proposal).

Risk Assessment

To support the Malaysia Proposal, Management has prepared a Risk Assessment related to having 2 
or more staff based in Malaysia, which is attached as “Attachment A”. The Risk Assessment 
articulates the risks, controls implemented as part of the initial Model and new enhanced controls to 
support the Malaysia Proposal.

The current control framework in place has been effective since the change in the VIP Operational 
Model and is focused on ensuring compliance and minimising the risk of Crown’s processes being 
viewed by local law enforcement or even the general public as inadequate, and risking the safety 
and freedom of staff, as well as Crown’s reputation.

Crown has been operating in the Malaysian market over that period of time, and staff are familiar 
with the protocols and compliance regime of the initial Model. Additional steps such as having two 
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“Board RESOLVE to approve the initial Model being adjusted to permit staff being based in 
Malaysia with the controls (both existing and proposed) detailed in the Risk Assessment 
being implemented.”

Kind regards

Barry Felstead
Chief Executive Officer – Australian Resorts

Encl
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RISK ASSESSMENT

Some of the major inherent risks associated with the VIP operations in Asia in general, and Malaysia more 
specifically, are noted below, along with both existing controls, and additional controls proposed to enhance the 
compliance framework in place, and further reduce the residual risk. 

Both the current socio economic context and the existing control framework in place reduce the risk of incidents to 
a ‘LOW’ residual level, as assessed by both Australian and in country legal experts as well as expert risk advisors, but 
the proposed additional measures can further enhance Crown’s position and allow it to respond more quickly to 
either triggers or events.

The main risks identified are as follows:

1. Breach of local regulations and/or legislation.
2. Staff failing to follow operational protocols.
3. Breach of local expectations, cultural beliefs and ‘unwritten rules’.
4. Safety incidents involving staff (protest or targeted action against individual staff by the public).
5. Arrest and/or detention of staff (action by local law enforcement agencies).
6. Change in political climate.

Risk Existing Controls in Place for Hong Kong 
based staff who travel into country

Additional controls proposed Residual 
risk level

1 – Breach of local regulation and/or legislation

∑ There is to be no promotion of 
gambling or any other 'on the ground' 
activity on visits to other Asian 
centres which might be characterised
as arranging gambling or performing 
travel agency functions (for which a 
travel agents licence is required) such 
as arranging travel to Australia or 
accommodation in Australia (as 
provided for in the existing 
protocols);

∑ VIP staff are to only deal with junket 
operators who are licensed by the 
DICJ in Macau or otherwise vetted by 
Crown management (as provided for 
in the existing protocols); 

∑ The appointment of a dedicated 
Compliance Officer in Hong Kong;

∑ Periodic reviews of the existing 
protocols with supporting training; 
and

∑ The Hong Kong team is supported by 
staff based in Australia.

∑ Extend the existing protocols to Malaysia
based staff; 

∑ All meetings with prospective patrons are to 
be attended by two staff members at all 
times;

∑ Employees in country are to record details of 
all meetings and conversations into Sales 
Force within 24 hours of any meeting to 
ensure that there is a current record of the 
activity and discussions that took place;

∑ A script is to be provided to employees with 
examples of how to respond to a patron if 
they make gaming related comments, for 
example, “we will get someone from our 
Hong Kong or Australian offices to call  you 
regarding gaming matters as we are not in a 
position to discuss anything related to 
gaming”;

∑ No proactive engagement will take place with 
ethnic Malays;

∑ Regular risk management monitoring will be 
done by local lawyers and/or a risk advisory 
consultancy to pick up early warning signs of 
any change to enforcement policy or any risk 
of enforcement action being taken against 
foreign casinos in relation to marketing 
activities. Including for example:

o a monthly or other appropriate 
periodic sweep of print and online 
media;

LOW
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Risk Existing Controls in Place for Hong Kong 
based staff who travel into country

Additional controls proposed Residual 
risk level

o the sweep will cover material in 
English, Mandarin and Malay;

o the sweep will cover reports of 
parliamentary proceedings; and

o a monthly or other appropriate 
periodic report, even if it is just to 
confirm that there have been no 
developments of note.

∑ Hong Kong based Compliance Officer to 
include compliance and protocols checks to 
Malaysia based staff and to report to the 
Group General Manager Regulatory and 
Compliance on at least a monthly basis;

∑ Retain ongoing services of local legal firm to 
advise on changes in legislation and related 
interpretations and operationalisation of 
such legislation;

∑ Updated training will be provided to the 
relevant staff members specifically focusing 
on the script to follow should gaming matters 
be raised when meeting with patrons in other 
Asian jurisdictions.  This will be refreshed on 
a regular basis, specifically taking into 
account any learnings from the regular 
monitoring; and

∑ VIP staff bonus plans are to be revised to 
remove the reference to specific 
jurisdictional targets and to add a KPO 
regarding compliance with the protocols.  
The new bonus plans will be based on overall 
VIP budget performance, so that there will be 
no incentive for staff to pursue specific 
financial targets for the jurisdiction in which 
they operate.

2 - Staff failing to follow protocols

∑ The appointment of a dedicated 
Compliance Officer based in Hong 
Kong;

∑ Periodic reviews of the existing 
protocols with supporting training is 
undertaken; and

∑ The Hong Kong team is supported by 
staff based in Australia.

∑ All meetings with prospective patrons are to 
be attended by two staff members at all 
times;

∑ Employees in country are to record details of 
all meetings and conversations into Sales 
Force within 24 hours of any meeting to 
ensure that there is a current record of the 
activity and discussions that took place; 

∑ Hong Kong based Compliance Officer to 
include compliance and protocols checks to 
Malaysia based staff and to report to the 
Group General Manger Regulatory and 
Compliance on at least a monthly basis; and

∑ VIP staff bonus plans are to be revised to 
remove the reference to specific 

LOW
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Risk Existing Controls in Place for Hong Kong 
based staff who travel into country

Additional controls proposed Residual 
risk level

climate or policy.

∑ ISOS will provide near real time alerts on in 
country developments to senior Executives, 
allowing prompt response.

CONCLUSION

The control framework in place has been effective since the change in the VIP Operational Model. It has been 
focused on ensuring compliance and minimising the risk of Crown’s processes being viewed by local law 
enforcement or even the general public as inadequate, and risking the safety and freedom of staff, as well as 
Crown’s reputation.

Crown has been operating in the Malaysian market over that period of time, and staff are familiar with the 
protocols and compliance regime. Additional steps such as having two staff attend each meeting and not 
proactively engaging with ethnic Malays are further enhancements to the existing framework.

The proposed additional controls focus on pro-active identification of triggers, both in the legislative environment 
and popular perception, which will help Crown enact its response plan should any incident materialise. They will 
also enhance the compliance culture required by Crown from its VIP Operations.

To further enhance its response plan, the engagement of International SOS, as a travel risk management provider, 
will also contribute to both pro-active trigger identification, with an added scan of medical and safety issues, as well 
as effective incident monitoring, staff tracking and crisis response should any incident materialise.

Overall, the additional risk of moving staff from the Hong Kong-based office to live in Malaysia is very limited, and 
the introduction of additional controls further positions Crown to pro-actively trigger identification and effective 
response and reduces the overall risks to the Model.
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