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> The lack of  enforcement action by AUSTRAC 

was a key finding in the FATF Mutual 

Evaluation Report on Australia in 2015. 

> The response since has been stark: AUSTRAC 

has been led by CEOs with a LEA 

background, and with a focus on enforcement: 

▪ Tabcorp (Feb 2017): $45 million penalty 

▪ CBA Jun (2018): $700 million penalty

▪ Westpac (Oct 2020): $1.3 billon penalty

> AML/CTF Act commenced in 2006.

> Whilst the AML/CTF Rules have been 

amended, limited law reform has been 

pursued. 

> AML/CTF Amendment Bill 2019 was passed 

on 10 December 2020 but has yet to come 

into force. We do not expect that these will 

require material changes in Crown’s policies or 

practices to achieve compliance. 

Overview of  AML/CTF Landscape

AML/CTF legislation Enforcement of  the legislation

Australian Regulatory Regime
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> Supervision and Enforcement 

▪ Even greater emphasis on reporting entities implementing a risk-based approach, as opposed to 

‘tick-the-box’ compliance. 

▪ This means, technically addressing the AML/CTF Rules may not be sufficient if  there is a failure 

to consider adequately the ML/TF risks, and apply the commensurate controls. 

▪ AUSTRAC has demonstrated its willingness to take enforcement action where it identifies 

systemic breaches of  the AML/CTF Act; this is likely to continue. 

▪ Greater collaboration with industry across risk assessments, typology papers and the Fintel 

Alliance. 

Overview of  AML/CTF Landscape (Continued)
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> Crown must adopt and maintain an AML/CTF Program (Program). The Program is a written document that 

outlines how Crown identifies, mitigates and manages the risk of  its products or services being used for money 

laundering or terrorism financing (ML/TF). 

> The Program must contain a Part A (how Crown identifies, mitigates and manages ML/TF risk) and a Part B 

(how Crown identifies its customers and beneficial owners, including politically exposed persons (PEPs)).

Crown’s Joint AML/CTF Program

PART A

• Risk assessment

• Board and senior management approval and ongoing oversight

• Appointment of an AML/CTF compliance officer

• Employee due diligence program

• AML/CTF training program

• Consideration of guidance material and feedback from AUSTRAC

• Systems and controls to meet AML/CTF reporting obligations

• Ongoing customer due diligence systems and controls (including 

transaction monitoring and enhanced customer due diligence)

• Reporting obligations (SMR, TTR, IFTI, compliance report, 

enrolment details update)

• Subject to regular independent review

PART B

• Information collected and verified about customers to make sure 

they are who they claim to be, that they exist, and how this is done

• Information collected and verified about beneficial owners, and how 

this is done

• How Crown determines if a customer or beneficial owner is a PEP

• How Crown responds to discrepancies in customer information

• How Crown decides when to collect additional information about a 

customer
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Money Laundering Scenario

Scenario Description

You are a drug dealer, selling recreational drugs in Sydney/Melbourne. After a 

typical weekend’s business, you have $500,000 in cash. Your objective is to launder 

the funds effectively to distance it from its illegal origins so that you may use it in 

the legitimate economy. 

Scenario Parameters 

▪ Your illicit funds are in denominations of  $50 notes; the total amount weighs 

9.55kg, and can fit inside a large backpack. 

▪ Consider that this is your average weekly profit; any money laundering 

typology you employ should be repeatable. 

▪ The laundered funds must be available for use in Australia. If  sent offshore, 

you need to consider how to repatriate the funds. 

▪ At some point in your money laundering approach, you must attempt to 

utilise a Crown product or service. 

▪ You may utilise whatever knowledge you have about money laundering 

typologies, and Crown’s AML/CTF policies, systems and controls. 
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Case Study: Westpac

AML/CTF Act section Details

s45(2) • Failing to give reports to AUSTRAC of IFTIs within the requisite 10 day timeframe 
• Failing to give AUSTRAC IFTIs that had payer names 

s64(7)(f) • Failing to pass on transfer information to another institution regarding IFTIs that Westpac 
transmitted out of Australia

s64(6) • Failing to pass on payer information to another institution 

s115(2) • Failing to retain records for seven years the records of the transfer information that had 
been passed on to Westpac 

s98(1) • Inadequate risk and due diligence assessments of its correspondent banking relationships 

s81(1) • Westpac’s program did not at all times meet the requirements in the AML/CTF Rules

s36(1) • Failing to conduct appropriate ongoing customer due diligence in relation to 262 customers

Contraventions of the AML/CTF Act by Westpac:
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